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Important Information (Please Read Before You Start)

Automatic provisioning requires Microsoft Azure Active Directory Premium P1 or P2 edition. Group-based
provisioning is supported for Security groups only.
It is recommended you complete the MindManager SSO setup process before starting automatic
provisioning. This allows your end users to use their existing Microsoft account to sign into MindManager
as a licensed user immediately following a successful automatic provisioning setup. Automatic
provisioning still works without setting up SSO prior but will require your end users to create
MindManager accounts matching the email addresses synced from Azure in order to access their license.
o You can begin the SSO setup process from the MindManager admin portal at:
https://cloud.mindmanager.com/admin

It is recommended that the group in Azure you wish to sync with MindManager licenses has the same
number of users in the group as the number of seats on your MindManager license for the following
reasons:

o After all seats are filled, additional users Microsoft Azure tries to sync with MindManager
licenses are rejected, rejected users who try to use MindManager software will be blocked and
see a message saying there are not enough seats remaining on the license for them.

o Microsoft controls the order of users synced so rejected users are randomized.

The following instructions assume you have already:

1.

vk wnN

Created your admin account for the MindManager License Administration portal at
https://cloud.mindmanager.com/admin

Clicked Administrate on the MindManager license you wish to automatically provision licenses for
Clicked the Add / Manage Users button

Clicked Automatic Provisioning in the Add / Manage Users dialog

Copied your secret token

If you have completed the above then you are ready to navigate to https://portal.azure.com/#home

Click Azure Active Directory
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Click Enterprise Applications in the left navigation menu.
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Click New Application
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Home > Corel > Enterprise applications

= Enterprise applications | All applications

" Corel - Azure Active Directory
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Overview -
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view
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& Conditional Access
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file handler registration tool
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Graph explorer

microsoft.com/s

Activity
D Sign-ins

Jira Cloud https//vww.msteams-atlassian.com

Jira Cloud for Excel

il Usage & insights
& Audit logs

Markdown Test App
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Click Create your Own aplication
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Home > Corel > Enterprise applications >

Browse Azure AD Gallery

-+ Create your own application (1) Request new galleryapp O Got feedback?

@ You're in the gew and improved app gallery experience. Click here to switch back to the legacy app gallery experience. —>

[.2_search application ] Single Sign-on : All User Account Management : All Categories : All
Cloud platforms
Amazon Web Services (AWS) Google Cloud Platform
\-/7
Google Cloud
On-premises applications

Add an on-premises application

Configure Azure AD Application Proxy to enable secure remote
access

Learn about Application Proxy

0 your on-premises applications
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Learn how to use Application Proxy to provide secure remote access
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he Appl
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Enter a name for your app, we suggest: “MindManager Automatic License Provisioning”.

Under the section titled “What are you looking to do with your application” click Integrate any other

application you don't find in the gallery (Non-gallery).

Click Create

rufataliyev@mindmana... @&

coreL W

Create your own application X

What's the name of your app?

[ MM Teams Provisioning

——

What are you looking to do with your application?

O Configure Application Proxy for secure remate access to an on-premises application

(O Register an application to integrate with Azure AD (App you're developing)

(®) Integrate any other application you don't find in the gallery (Non-gallery) .

Ora
=y

[ .

After your new application has been created, click Provisioning in the Left Navigation menu

Home > Corel

Enterprise applications >

Browse Azure AD Gallery

i MM Teams Provisioning | Overview

Enterprise Application

B Overview

[ Deployment Plan
Manage

1l Properties

&2 Owners

Roles and administrators (Pre.

[

2 Users and groups

D Single sign-on

2 PIOVSIONNG fmmm—
B Application proxy

€ Self-service

Security

® Conditional Access

2 Permissions

@ Token encryption

Activity

D sign-ins

Properties

Name ©
a MM Teams Provisioning ['s]

Application ID ©
ea2e699b-7dBc-41c5-9b92-... [y
ObjectID ©
e1f8a0fd-ce9a-4d2d-8e0d- D

Getting Started
@
& 1. Assign users and groups _:D

Provide specific users and groups access
to the applications

4. Conditional Access €

i®

Secure access to this application with a
customizable access policy.
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2. Set up single sign on

Enable users to sign into their application
using their Azure AD credentials

5. Self service

Enable users to request access to the
application using their Azure AD
credentials

3. Provision User Accounts

Automatically create and delete user
accounts in the application



Click Get Started

Home > Corel > Enterpri

2 MM Teams Provisioning | Provisioning - X

Application

applications > Browse Azure AD Gallery > MM Teams Provisioning

B Overview

@ Got a second? We would love your feedback on user provisioning. —>

[ Deployment Plan
Manage

Properties

& Owners

Roles and administrators (Pre.

&

Users and groups

O}

Single sign-on

Provisioning

Automate identity lifecycle management with Azure Active Directory
Application proxy

o n &

Automatically create, update, and delete accounts when users join, leave, and move within your organization. Learn more.

[ oo S

Self-service

Security
% Conditional Access
What is provisioning Plan an application deployment Configure automatic provisioning,
% Permissions
@ Token encryption
Activity
D sign-ins

Select Automatic from the Provisioning Mode dropdown menu.

2 Search resources, services, and docs (G+/)

Home > Corel > Enterprise applications > Browse Azure AD Gallery > MM Teams Provisioning >

Provisioning - X

Pravisioning Mode

Manual ~ I

Manual
iision the user

Automatic PP

Copy this URL: https://cloud.mindmanager.com/api/vl/scim
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https://cloud.mindmanager.com/api/v1/scim

Paste the URL into the Tenant URL field

Paste the Secret Token from the MindManager license administration portal into the Secret Token field

Automatic Provisioning Setup

&= Microsoft Azure L Search resources, services, and docs (G+/) '
1 Automatic provisioning recuires Microsoft Azure AD. To begin setup, please dovinioad the
Home > Corel > Enterprise applications > Browse Azure AD Gallery > MM Teams Provisioning w
Provisioning Download Microsoft Azure AD Automatic Provisioning Setug instructions x
2. Fallow the instructions to input the secret token below.
& save X Discard I Copy

3 Aferthe setup i Azure is complete, click the continue button below

Provisioning Mode

Automatic v

Use Azure AD to manage the creation and synchronization of user accounts in MM Teams Provisioning based on user and

group assignment

A Admin Credentials

Admin Credentials
Azure AD needs the following information to connect to MM Teams Provisioning's APl and synchronize user data

Tenant URL*

https.//cloud.mindmanager.com/api/v1/scim ‘

Secret Token

Test Connection

v Mappings

v Settings

Click on the Test Connection button

If there is an error, please confirm the previous steps were completed correctly or contact MindManager
technical support, otherwise continue the process.

rufat.aliyev@mindmana... @
Iy & c ' © COReL @9

X
o Testing connection to MM Teams Provisio... 4:36 PM

The supplied credentials are authorized to enable
provisioning

Click Save
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P Search resources, services, and docs (G+/)

Home > Corel Enterprise applications > Browse Azure AD Gallery MM Teams Provisioning

Provisioning
B save X Discard

Proysioning Mode

Automatic v ]

Use Azure AD to manage the creation and synchronization of user accounts in MM Teams Provisioning based on user and
group assignment

A Admin Credentials

Admin Credentials
Azure AD needs the following information to connect to MM Teams Provisioning's APl and synchronize user data.

Tenant URL* @

hittps//cloud mindmanager.com/api/v1 /scim . |

Secret Token

9

Test Connection

~ Mappings

v Settings

“Successfully updated .... Provisioning” message is displayed.

X
o Updating user provisioning settings 441 PM

Successfully updated MM Teams Provisioning

rufat.aliyev@®mindmana.. @

conreL W

Click the Refresh button on your browser OR navigate back to the Provisioning section of the Enterprise

Application you created.
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Home > Corel

Enterprise applications > Browse Azure AD Gallery

Provisioning
=

Provisioning Mode
Automatic

Demo Prov

Use Azure AD to manage the creation and synchrenization of user accounts in Demo Prov based on user and group

assignment.

~  Admin Credentials

Admin Credentials

Azure AD needs the following information to connect to Demo Prov's APl

TenantURL* @

and synchronize user data

[ ttps://cloud-qamindmanager.com/api/vi/scim

Patterns: https//~.com/scim, https.//google.”.com/scim

Secret Token

Test Connection

~ Mappings

» Settings

Click the Edit Provisioning button.

Home > Dema Prov

@ Demo Prov | Provisioning

Enterpri

Applicatio

[> start provisioning
B Overview

0 oeployment Plan
Flen Current cycle status

Manage

Initial cycle not run.
I Properties
& Owners
& . . View provisioning logs
&, Roles and administrators (Preview) P '
& Users and groups

D single sign-on Manage provisioning
Update credentials

t attribute mappings
oping filters
Provision on demand

@ Provisioning

B! application proxy
C  self-service
Security

& Conditional Access
&fa Permissions

@ Token encryption

Activity

Switch Provisioning Status ON

Stop p sioning ' Restart provisioning d Edut&wc»‘ls\cnir\g % Provision on demand

Statistics to date

“ View provisioning details
0% complete

v View technical information
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prise applications > Browse Azure AD Gallery > MM Teams Provisioning

orel > Ei

Provisioning X
& save X Discard
Provisioning Mode

Use Azure AD to manage the creation and synchronization of user accounts in MM Teams Provisioning based on user and

group assignment.

~ Admin Credentials

~ Mappings

~ Settings

Provisioning Status

Click Save

L Search resources, services, and docs (G+/)

Home > Corel > Enterprise applications > Browse Azure AD Gallery > MM Teams Provisioning

Provisioning - X
[H] Save >< Discard

melmng Made

Use Azure AD to manage the creation and synchronization of user accounts in MM Teams Provisioning based on user and
group assignment.

v Admin Credentials

~ Mappings

v Settings

Provisioning Status (O
off

Expand Mapping

© 2021 Corel Corporation. All Rights Reserved



Dashboard  Enterprise applications > for provisioning testing

EDl Dashboard Provisioning

£= Al services

* FAVORITES.

B azure Active Directory
& users Provisioning Mode
B enterprise applications

Use Azure AD to manage the creation and synchronization of user accounts in for provisioning testing based on user and

group assignment

~ Admin Credentials

A Mappings
Mappings
Mappings allow you to define how data should flow between Azure Active Directory and customappsso.
Name Enabled
Provision Azure Active Directory Groups Yes
Yes

Provision Azure Active Directory Users

[[] Restore default mappings

v Settings

Provisioning Status (@

- o )

Click Provision Azure Active Directory Groups

rufataliyev@mindm

Azure Active

LB 2L Provisioning
= Al services
*  FAVORITES
B Arure Active Directory
Brovisicning Mode

i Users

B enterprise applications
Use Azure AD to manage the creation and synchronization of user accounts in for provisioning testing based on user and

group assignment.

Admin Credentials

A Mappings
Mappings
Mappings allow you to define how data should flow betwsen Azure Active Directory and customappsso.
Name Enabled
on Azure Active Yes
Provision Azure Active Directory Users Yes

[[] mestore default mappings

~ Settings

Provisioning Status @

- o )

Add New Mappings (if not already added):
“displayName” with the attribute “displayName”
“objectld” with the attribute “externalld”

“members” with the attribute “members”
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Attribute Mappings
Attribute mappings define how attributes are synchronized between Azure Active Directory and customappsso

Azure Active Directory Attribute customappsso Attribute Matching precedence Remove

displayName G— displayame o 1 f—
Dl e— extemalig e
s < ankis o

ew Mapping

[] show advanced options

Click Save
Return to the Provisioning Edit page

Click Provision Azure Active Directory Users

ufatalyev@mindmana... @
[

Azure Active Directory admin center

Dashboard > Enterprise applications > for provisioning testing
R L

Dashboard Provisioning -~ x
= All services
*  FAVORITES

B Azure Active Directory

- Provisioning Mode
& users

B enterprise applications
Use Azure AD 10 manage the creation and synchronization of user accounts in for provisioning testing based on user and
group assignment,

~ Admin Credentials

A Mappings
Mappings
Mappings allow you to define how data should flow between Azure Active Directory and customappssc.
Name Enabled
s
s

[] Restore default mappings

~ Settings

Add New Mapping (if not already added):

“mail” with the attribute “userName”

“Switch” with the attribute “Active”
“displayName” with the attribute “displayName”

“objectld” with the attribute “externalld”
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Azure Active Directory Attribute customappsso Attribute Matching precedence Remove

mail userame _ 1 h Delete
Switch{{IsSoftDeleted], , “False”, “True”, "True”, “False") — active

displayName d— displayName d—
cbjectc — extamal s

Add New Mapping

[ show advanced options

Click Save

Return to the Provisioning Edit page

Azure Active Directory admin center

Dashboard prise applications > for provisioni
4 Dastboard Provisioning x
5 al services
* FAVORITES =]

B Azure Active Directory
A users
BE enterprise applications

Use &zure AD to manage the creation and synchronization of user accounts in far provisioning testing based on user and
group assignment.

~ Admin Credentisls

A Mappings
Mappings
Mappings allow you to define how data should flow between Azure Ative Directory and customappsso.
Name Enabled
Provision Azure Active Directary ves
ion Azure Active Direetory Users ves

] Restore default mappings

v Settings

Expand Settings

Azure Active Directory admin center

Dashb Enterprise appl

Provisioning

» Azure Active Directory ioning Mode

& users
B enterprise applications Use Azure AD to manage the creation and synchronization of User accoiznts in for provisioning testing based on user and
group assignment

~ Admin Credentials

~ Mappings
Mappings
Mappings allow y0u to define how data should flow between Azure Active Diectory and customappsso
Name Enabled
Provision Azure Act ves
wiion Azure Active Dirsctory Users s
] Restor default mappings
~ Settings
Noufication Email
T serciam el moiicaion when s Tors 5650
Scope ©
Synec only assigned users and groups v]

Provisioning St

© 2021 Corel Corporation. All Rights Reserved



Select “Sync only assigned users and groups” from the Scope dropdown menu.

rufat.aliyev

Azure Active Directary admin center

Dashiboard > Enterprise applications > for provisie
 pans Provisioning X
= ANl services
R E save X oiscard
b saure Active Directory Pravisioning Made
& users
B crerprise apphications Use Azure AD to manage the creation and synchronization of user accounts in for provisioning testing based on user and

group assignment

v Admin Credentisls

~ Mappings
Mappings
Mappings allow you to define how data should flow between Azure ctive Directory and customappsso
Name Enabled
4 Dirtctony GRoupS ves
ectory Users ves

e default mappings

~ Settings
Notification Email (O

an email notification when a failure occurs

Symc orly sssigned vsers and grougs -] A—

g Status @
o )

Click Users and Groups in the Left Navigation menu
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T

Home > Corel > Enterprise applications > Browse Azure AD Gallery MM Teams Provisioning

@ MM Teams Provisioning | Provisioning - X

Enterprise Application

b > Start ng [ Stop pr C Restart 7 Edit g %% Provisionondemand | () Refresh

B Overview

@ Depl - @ Got a second? We would love your feedback on user provisioning. =
eployment Plan

Manage
o Current cycle status Statistics to date
1I' Properties

2 Owners Initial cycle completed.

v View provisioning details

100% complete
. Rolesandsamisorors e, N - vie tchvical informaton

&

2 Users and groups Gl

D single sign-on Vo pisiariing higes

2 Provisioning

o S
€ Self-service Edit attribute mappings
Security

& Conditional Access
J4 Permissions

© Token encryption
Activity

D sign-ins

i/t e comibideMecsosolt ARD MM angedpoeide e s n2e3tT08-41c5 032403325l et 8a0i-cen 04 v | ,

Click Add Users/Groups

P Search resources, services, and docs (G+/) rufat.aliyev@

Home > Corel > Enterprise applications > Browse Azure AD Gallery > MM Teams Provisioning
@ MM Teams Provisioning | Users and groups X
Enterprise Application

+ Add user/group j pdat == Columns O Got feedback?
B Overview

{0 Deployment Plan @ The applicltion will appear on the Access Panel for assigned users. Set ‘visible to users? to no in properties to prevent this. —»

Manage [ First 100 shown, to search all users & groups, enter a display name ]
I Properties Display Name Object Type Role assigned

& Owners No application assignments found

4. Roles and administrators (Pre..

2 Users and groups

D Ssingle sign-on

> Provisioning

B Application proxy
€ Self-service
Security

® Conditional Access
&4 Permissions

© Token encryption
Activity

D sign-ins

On the Add Assignment screen, click None Selected.
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= Microsoft Azure P Search resources, services, and does (G+/) B @ 72 @) rulat.aIl_\ae'w.ﬁ"rnlndmag:l.[.l &

Home > Corel Enterprise applications > Browse Azure AD Gallery MM Teams Provisioning

Add Assignment x

Users and groups

None Selected g
Select a role

Click the groups you wish to sync with the MindManager licensing system in the Users and Groups dialog.

Click Select at the bottom of the dialog.
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Users and groups X

|/O tes X

Test User
TestUser@mindmanagercloudga.com

Test MS Azure Group
[\ testmsazuregroup@mindmanager.onmicrosoft.com
Selected

Test provisioning Group

(€ S . .
TestprovisioningGroup@mindmanager.onmicrosoft.com

Selected items

Test MS Azure Group
™ . . Remove
testmsazuregroup@mindmanager.onmicrosoft.com

Click Assign
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P Search resources, services, and does (G+/) B & ol ® rula‘.aIlyew".{\"rnlndmag:l.[.l &

Home > Corel Enterprise applications > Browse Azure AD Gallery MM Teams Provisioning

Add Assignment x

%
AL When you assign a group to an application, only wsers directly in the group will have access. The assignment

does not cascade to nested groups

Users and groups
1 group selected.

Select a role

You should see the selected group(s) listed.

= oo TS 58 G 7 G e

Hor Corel Enterprise applications Brow Azure AD Gallery MM Teams Provisioning
& MM Teams Provisioning | Users and groups X
Enterprise Application
{ Add user/group Columns QD Got feedback?

& Overview

@ The application will appear on the Access Panel for assigned users. Set ‘visible to users?' to no in properties to prevent this. =
[ Deployment Plan

Manage First 100 shown, to search all users & groups, enter a display name

! Properties Display Name Object Type Role assigned

2 Owners [ ’ Test MS Azure Groi Group User

Roles and administrators (Pre...

[

Users and groups

O §

Single sign-on

Provisioning
B Application proxy

C  Self-service

Security
& Conditional Access
% Permissions

@ Token encryption

Activity
D sign-ins

Group synchronization from Azure to MindManager should now begin.

Return to the MindManager license Administration portal and click Continue in the Automatic Provisioning
Setup dialog to check groups have begun to be synchronized from Azure.

If one or more groups have been synced you will continue to the Group Select dialog.
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Automatic Provisioning - Group Select X

Please select an Azure user group to complete the automatic
provisioning process.

Select Group e

Note: Group synchronization from Azure can be significantly delayed, if the Group select screen is not loading
OR you don’t see the desired group in the drop-down menu please wait and try again later. If you still don’t see
the group after 72 hours please contact MindManager technical support.

Click the drop down menu to select a group you want to have licenses automatically provisioned for then click
Submit.

If you see the selected Azure groups listed on the license detail admin page, your automatic license provisioning
setup is complete!

Licenses will be automatically assigned and removed to members of the listed groups.

. S O
MindMlanager oot
B 'Admin Home / MindManager Perpetual

Version License Key Expires

/13 BBEASGKZQME145A99 ) N/A 29/50 Deploy Upgrade
+ Azure Group Seats Used Status

Engineering 20 Active

Remave 5

Marketing 7 Active

User Name User Status. Last Sign In

deborahcole@t  v.com Deborah Cole Active ™ 04/22/2020

deborshjchns@t  com Debbie J Active 04/11/2020

Rows per page. | 20 Page of 100
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Additional Notes

Changes made in the Microsoft Azure admin portal that were previously synced to the MindManager system
may take up to 72 hours to take effect. Examples include disabling automatic provisioning, deleting or removing
the custom application, removing groups, changing settings, etc.

If you need to restart the process with a new secret key please contact technical support to request your
Automatic provisioning setup be reset.
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